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PHISHING ATTEMPT THREAT!

“UPS SHIPMENT LABEL NOTIFICATION”

May 17, 2017
Dear UH Employees,

Phishing is a fraudulent process used by spammers to acquire sensitive information from users such as
usernames, passwords, and credit card details. Email recipients are often deceived by phishing at-
tempts since messages appear to be sent by legitimate and trustworthy sources.

We have recently learned of a phishing attack at UH that attempts to draw the attention of recipients
with the subject line “UPS Shipment Label Notification.”

The email claims to be sent from UPS e-mail services. It tells the recipient that a UPS shipper has sent
them an electronic label, which can be printed and used for an outbound shipment. It instructs the
recipient to click on a link to retrieve their label and receipt.

Recipients who responded to the email should contact the IST Helpdesk immediately at 732-743-3200.
Our email traffic is filtered, which provides you with protection against dangerous viruses and spam.
However, some spam may occasionally get through to your inbox or be diverted to your End User
Digest, so please use caution.

Your cooperation continues to assist the Office of Ethics & Compliance (OEC) and Information Systems
& Technology (IST) in maintaining a secure environment.

Cyber Criminals are Phishing. Don’t Get Caught!




